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Abstract—Steganography is the approach for hiding any se-
cret message in a variety of multimedia carriers like images,
audio or video files. Whenever we are hiding a data, it is
very important to make it invisible, so that it could be pro-
tected. A number of steganographic algorithms have been
proposed based on this property of a steganographic system.
This paper concentrates on integrating Tri way pixel value
differencing approach and LSB matching revisited. The se-
cret data embedded in images were images, text and audio
signals so far. The proposed scheme has also come with the
executable file as secret data. Also, the experimentation re-
sults show that, the important properties of a steganographic
system such as imperceptibility, capacity of the carrier image
and also resistance against the various steganalytic tools have
also been achieved with this stego-system.

Keywords—executable file, LSBMR, spatial domain, steganaly-
sis, TPVD.

1. Introduction

The term steganography means the science of hidden com-
munication. The way in which steganography differs from
another secure data communication technique called cryp-
tography is, the visibility of the data exchange. In cryptog-
raphy, even though the actual data transaction may not be
known to a third person, he may get a doubt that some ab-
normal or suspicious communication is taking place. But,
in case of steganography, the hidden communication will
never come to the notice of the eavesdropper. Because, the
carrier signal we are using to hide the secret data is going to
be innocent. So, we can call the technique as information
hiding [1]-[4].

Another technique which is based on the information hid-
ing strategy is digital watermarking. But, in case of digital
watermarking, the important property of information hiding
known as resistance to removal is preferred. So, in these
applications, we are not worrying about imperceptibility
but resistance to removal. This is mainly used in commer-
cial applications like copyright protection of digital forms
of media like video or image. Unlike image steganogra-
phy, digital watermarking techniques mainly concentrate
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on keeping logos or any other symbols or images in the
carrier data. And also it is made sure that those signals
embedded are not able to be removed by any other person.
There are a number of watermarking techniques have been
explained in [5]-[7].

For a long period of time many researchers have been in-
volved in developing new steganographic systems. Mean-
while, the development of steganalytic tools are also started
growing. Steganalysis is a process of finding the existence
of a secret data in a cover media [8]. Whenever a suspicious
image is received, the main task of a steganalytic tool is to
find the algorithm used for hiding secret data in the image.
Most of the steganographic algorithm developers are also
trying to crack their own algorithm using the existing ste-
ganalytic tools, so that the strength and weaknesses of their
system may be found.

2. Related Work

Generally, digital image steganography is a way to exchange
secret data. So, the important components of a stegano-
graphic system include an embedding/extracting algorithm,
secret key which is going to be shared by the sender
and receiver of the secret data and also a communication
channel which is considered to be more secure [9]. The
general frame work for a steganographic system is shown
in Fig. 1.

Key

- Embedding -

Fig. 1. A simple image steganography scheme.
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This framework has been derived from the popular idea
called prisoner’s problem [9]. In this approach Alice and
Bob were trying to exchange an escape plan without the
knowledge of the warden. Some of the terms used in
steganographic system are cover-media (the digital media
which is used to hide secret data), secret data (the important
data to be hidden) and stego-media (after embedding the
secret message in the cover media). The hidden data can-
not be detectable when we are performing the embedding
phase randomly and also the level of independence between
the secret message and cover as well as stego objects [10].
There are many other ways for providing more security
includes the usage of encryption-decryption functions for
embedding and extraction of secret data [11]. Since JPEG
images are widely exchanged through internet, choosing
JPEG image for sending secret message to the receiver will
never be suspicious. And also, the redundancies that are
appearing in JPEG images help us to hide more informa-
tion securely. Methods for improving the hiding capacity
of a JPEG image have been explained in [12].

The least significant bits replacement method or LSB
method is the very simple and a commonly used approach
for developing steganographic system. Because the amount
of space that an image can provide for hiding data will be
more comparing with other algorithms. And also the im-
plementation of this technique is also very easy. In this
approach, the image pixel’s LSB is replaced by one bit of
secret data [13]. Spatial domain embedding technique is
also known as image domain. The techniques that are fol-
lowing spatial domain embedding are embedding the secret
message in the intensity of the cover image pixels. Spa-
tial domain techniques include bit-wise methods that apply
bit insertion and noise manipulation techniques [14]. The
main disadvantage of LSB replacement is that, while hid-
ing secret data in the image, some of the pixels will never
be modified or replaced with the secret bits, since we are
using pseudo random generator for placing the secret mes-
sage bits. As a result, very simple steganalytic tool could
trace the existence of the secret message.

But this problem of asymmetry can easily be avoided by
an alternate scheme using a LSB matching scheme. In this
technique, if the secret bit is not matching with the LSB
of cover image, then =1 will be added randomly. By doing
so, we can reduce the probability of increase or decrease
in the pixel value modification can be avoided. So, we can
eliminate the problem we faced in LSB replacement tech-
nique. Also, the steganalytic algorithms which can find the
stego-images which were obtained from LSB replacement
technique cannot find the stego-images we got from LSB
matching.

There are several steganalytic algorithms found for finding
stego-images which were got by LSBM (LSB matching)
technique. In [15], the image is being taken and its two
least significant bit planes are considered. The bit planes
are split into 3x3 overlapped sub images. According to
the number of gray levels those sub images are classified.
In one sub image, the LSBM is applied and found that the
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alteration rate of cover image is higher than that of stego-
image. In [16], the authors have compared the function
of LSBM to a low pass filter through the histogram of the
image. They found that the number of high frequency com-
ponents is very less comparing to the original cover image.
But later in [17], this method is found that it will not be
working well in case of gray scale images. As a remedy, the
author has proposed techniques using down-sampled image
and adjacency histogram instead of traditional histogram.
Instead of handling pixel values independently, the other
technique proposed by Jarno in [18], is using a pair of
pixels for embedding which is known as LSBM revisited
(LSBMR). In this technique, the author has proposed an
approach for data hiding, in which the LSB of the first
pixel carries one bit of information, and a function of the
two pixel values carries another bit of information. So,
in this approach the changes that are made in the cover
image are very few. Also, the modification rates of pixels
have been greatly reduced. But all the techniques analyzed
above are not taking care of the relationship between the
pixel and its neighborhood.

There are many data embedding schemes analyzed which
are taking the relationship of a pixel to its neighbor.
In [19], a hiding scheme has been proposed by replac-
ing the LSB of a cover according to the difference val-
ues between a pixel and its four touching neighbors. This
method uses the edges of an image for hiding secret data.
Although this method can achieve more visually impercep-
tible stego-images, the security performance is poor. Since
the method just modifies the LSB of image pixels when hid-
ing data, it can be easily detected by existing steganalytic
algorithms.

The pixel value differencing is another type of edge based
data hiding scheme, which has been proposed in [20], in
which the number of embedded bits is determined by the
difference between a pixel and its neighbor. If there is
large difference between the pixels, the number of secret
bits that can be embedded will also be large. Also based on
the experimental results, this approach can provide a larger
embedding capacity.

Executable file structure

The program loader that is a subset of the Windows system
assumes the loading executable files into a virtual memory,
so the executable files have the format that the program
loader can identify, and the format is called portable ex-
ecutable (PE). It is necessary to know the PE format and
RVA which is an address type used in the PE in order to un-
derstand the new methods for hiding information in the PE.
The system uses an image file as a cover to embed it to an
executable program or an executable file for the proposed
system.

The characteristics of the executable file does not have
a standard size, like other files, for example the image
file (BMP) the size of this file is between (2—-10 MB).
Other example is the text file (TEXT) the size often is less
than 2 MB. Through the characteristics of files have been
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Fig. 2. Proposed executable file (a) embedding architecture and (b) extraction architecture.

used as a hidden information’s, it found that lacks sufficient
size to serve. For these features of the Executable file, it
has unspecified size; it can be 650 MB like window setup
file or 12 MB such as installation file of multi-media play-
ers. For taking advantage of this feature make it a suitable
environment for concealing information without detect the
file from attacker and discover the hidden information in
stego-image.

A PE file section represents code or data of some sort.
While code is just code, there are multiple types of data.
Besides read/write program data (such as global variables),
other types of data in sections include application program
interface (API) import and export tables, resources, and
relocations. Each section has its own set of in-memory
attributes, including whether the section contains code,
whether it’s read-only or read/write, and whether the data
in the section is shared between all processes using the
executable file. Sections have two alignment values, one
within the desk file and the other in memory. The PE file
header specifies both of these values, which can differ.
Each section starts at an offset that’s some multiple of the
alignment value.

3. Proposed System

The architecture for embedding phase of the proposed sys-
tem is shown in Fig. 2a. The proposed system initializes
some parameters, which are used for subsequent data pre-
processing and region selection, and then estimates the ca-
pacity of those selected regions. If the regions are large
enough for hiding the given secret message, then data hid-
ing is performed on the selected regions. Finally, it does
some postprocessing to obtain the stego-image. Otherwise
the scheme needs to revise the parameters, and then repeats
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region selection and capacity estimation until can be em-
bedded completely. Please note that the parameters may
be different for different image content and secret mes-
sage. We need them as side information to guarantee the
validity of data extraction. In practice, such side infor-
mation (7 bits in our work) can be embedded into a pre-
determined region of the image. In data extraction, the
scheme first extracts the side information from the stego-
image. Based on the side information, it then does some
preprocessing and identifies the regions that have been used
for data hiding. Finally, it obtains the secret message ac-
cording to the corresponding extraction algorithm. In this
paper, we apply such a region adaptive scheme to the spa-
tial LSB domain. We use the absolute difference between
two adjacent pixels as the criterion for region selection, and
use LSBMR as the data hiding algorithm. The details of
the data embedding and data extraction algorithms are as
follows.

Data embedding

1. The cover image of size of mxn is first divided
into non-overlapping blocks of 2x2 pixels. For each
small block, we rotate it by a random degree in the
range of {0, 90, 180, 270}, which is decided by a key
which is decided by the user.

2. The resulting pixel blocks are P(x,y), P(x+1,y),
P(x,y+1) and P(x+1,y+1). Consider the pixel
P(x,y) as the current pixel, consider the pixel pairs
as P1, P2 and P3, where:

P1=(P(x,y),P(x,y+1)),
P2 = (P(x,y),P(x+1,y)),
P3 = (P(x,y),P(x+1,y+1)).
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3. Calculate the difference values for the pixel pairs
keeping one pixel as the current pixel.

4. Find the appropriate range from the range table to
identify the region or the pair of pixels (assume as
x; and x;+1 in which the secret data is going to be
embedded.

5. We deal with the above embedding units in a pseudo-
random order determined by a secret key. For each
unit (x;, x;+1), we perform the data hiding according
to the following four cases:

ey LSB(xi) = m; and f(xi,xiH) = m;+; and
(s Xiyq) = (X0, Xig1)s

(2) LSB(x;) = m; and f(x;, xiy1) # miy1 and
(x;,x§+1) = (xi, Xip1 +7),

3) LSB(x,-) # m; and f(-xifla-xi+1) = mj;1 and
(o5 X7y g) = (i1 Xig 1),

(4) LSB(x;) # m; and f(xi—1,xit1) # miy; and
(x§7x§+1) = (xi+1axi+1)»

where m; and m; | denote two secret bits to be em-
bedded.

6. After data hiding, the resulting image is divided into
non-overlapping 2x2 blocks. The blocks are then
rotated by a random number of degrees based on
key.

Data extraction

The architecture of the proposed system for executable file
extraction is shown in Fig. 2b.

1. Partition the stego-image into 2x2 pixel blocks.

2. Calculate the difference values as we did in embed-
ding phase.

3. Find the embedding location and then rotate by ran-
dom degrees which is decided by the secret key.

4. Until all the hidden bits are extracted completely,
go through all the pixel blocks whose difference is
greater than or equal to the available cut-off value.
This cut-off value will be the maximum value of the
pixel that could be used for embedding data.

4. Experimental Results
and Analysis

One of the important properties of our steganographic
method is that it can first choose the sharper edge re-
gions for data hiding according to the size of the secret
message by adjusting a cut off value. As explained in the
paper, the larger the number of secret bits to be embed-
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ded, the smaller the cut off becomes, which means that
more embedding units with lower gradients in the cover
image can be released. When is 0, all the embedding units
within the cover become available. In such a case, our
method can achieve the maximum embedding capacity of
100% (100% means 1 bpp on average for all the methods
in this paper), and therefore, the embedding capacity of
our proposed method is almost the same as the LSBM and
LSBMR methods except for 7 additional bits. One of the
sample cover image taken for the experimentation and the
corresponding stego-image with executable file are shown

Fig. 3.
approach.

Cover image (a) and (b) stego-image using proposed

in Fig. 3. There are no visual artifacts found in the
stego-image so that the stego image is having the hidden
exe file which could not be identified by the human visual
system (HVS). A comparison of accuracy of RS features
between the existing and proposed methods are provided
in Table 1. In Fig. 4, the LSB planes of the cover image and

Table 1
Average accuracy [%] of RS features set on FLD
rfg‘;ﬁgfﬁ:i 10% | 20% | 30% | 40% | 50%
Existing 88 91 94 98 99
Proposed 51 52 51 50 53

(b)

Fig. 4. The LSB planes of (a) the cover image and (b) the
stego-image.
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stego-image are given. Based on the histogram analysis the
cover image could not be suspected so that this method is
producing stego images which will not be traced by the ex-
isting steganalytic algorithms. Table 2 contains the data

Table 2
Data for drawing ROC curves

False positive rate 0 0.1 | 0.2 0.3 0.5
True positive rate 03 ] 05| 06 | 065 | 07

for drawing ROC curves and RS diagram for the proposed
system in comparison with the existing system is shown
in Fig. 5.

0.40
0.38
0.36
0.34
0.32
0.30
0.28
0.26
0.24
0.22

0 10 20 30 40 50 60 70 80 90 100
Embedding rate [%]

Fig. 5. RS diagram for proposed method.

5. Conclusion

In this paper, an image steganographic scheme in the spa-
tial LSB domain is studied in which an edge based scheme
also included. Normally, there exist some smooth regions
in natural images, which would cause the LSB of cover im-
ages not to be completely random or even to contain some
texture information just like those in higher bit planes. If
embedding a message in these regions, the LSB of stego-
images becomes more random, and according to our analy-
sis and extensive experiments, it is easier to detect. In most
previous steganographic schemes, however, the pixel/pixel-
pair selection is mainly determined by a PRNG without
considering the relationship between the characteristics of
content regions and the size of the secret message to be em-
bedded, which means that those smooth/flat regions will be
also contaminated by such a random selection scheme even
if there are many available edge regions with good hid-
ing characteristics. The experimental results evaluated on
thousands of natural images using different kinds of stegan-
alytic algorithms show that both visual quality and security
of our stego-images are improved significantly compared
to typical LSB-based approaches and their edge adaptive
versions. Furthermore, it is expected that our adaptive idea
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can be extended to other steganographic methods such as
audio/video steganography in the spatial or frequency do-
mains when the embedding rate is less than the maximal
amount.
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