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Summary

According to eMarketer forecasts for the year 2015, there are 3.07 billion of
Internet users worldwide, what constitutes the 42.4% penetration ratio of this me-
dium, whereas there are 15 billion of already plugged devices. Moreover, this num-
ber will increase rapidly, as 200 billion of such items are expected by the end of the
year 2020. The potential economic impact by the growth annual ratio of the Internet
of Things (IoT) is estimated to achieve between $2.7 to $6.2 trillion by 2025. The
largest influence is anticipated for healthcare and manufacturing sectors.

The main aim of this article is to present the innovative approach of the [oT
idea, ennumerate juxtaposition of its opportunities and threats as well as to indicate
its inner potential still being dormant. In this regard the paper will present exempli-
fications of smart objects and the idea of sensors and locators, that underlie crea-
tion of intelligent shopping, communication integration, effective buying process,
automatic alerts, personalised, intelligent packaging or profiled advertisement in
VOD. Therefore the Internet of Things exerts an indisputable positive influence on
changing the paradigm of the market, product, offer, communication, and business
management. As unfortunately “every rose has its thorn”, similar regularity applies
to the 10T, in relation to cyber attacks wich involve application of force to capture,
disrupt, deny, degrade, destroy, or manipulate computing and information resources
due to low security level. The remote access to smart devices may though lead to
potential malicious attacks on employees, health information leaks, and attacks on
key executives in order to influence or control the financial stability of the organisa-
tion. Therefore, the article will be an attempt to compare the potential opportunities
and threats arising from the IoT idea.

Key words: Internet of Things, IoT, smart objects, wereables, technological inno-
vation consequences, brick & mortar market, click & mortar market.
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Introduction

The Internet of Things (IoT), interchangeably known as the Internet of Everything (IoE)
or the Internet of Objects (I00O) as a phenomenon significantly exceeds beyond the origi-
nal expectations. What was initially concidered to be a “technology trigger” in the Gartner
Hype Cycle for Emerging Technologies in 2011 (Postcapes 2011), three years after, in 2014,
constitutes the major point in “peak of inflated expectations” (Postcapes 2015) and its main-
stream adoption is anticipated for incoming 5-10 years
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Despite the fact of increasing investments in this field, and estimated potential of the [oT
to be between $2.7 to $6.2 trillion per year by 2025, yet still 99% of existing devices are not
connected to the Internet. The importance of this solution implementation and forthcoming
benefits are well reflected by the fact, thatthe process of systematic connecting existing de-
vices to the Internet is nowadays called “the electrification of the 21st. Century”.

Even though with our knowledge and development level we are only at the tip on an
iceberg, trying to predict the unknown, as the technology is developping according to chain
reaction scheme. As rightly pointed Hess (2014) you can do as little or as much with loT as
you want. How much more is only left to your imagination and to your budget.

But considering the IoT only in terms of a costless blessing is an oversimplification of
existing reality. The other side of the coin reveals the problem of low information security,
that may encourage hackers to steal sensitive data. This in turn may lead to crises of different
range - from minor ones, like publicating private health information to major including, like
influencing political decisions or impacting the financial condition of enterprise.

The main of this article is to present the innovative approach of the loT idea, ennumerate
juxtaposition of its opportunities and threats as well as indicate its inner potential still lying
dormant.

The idea of Internet of things

The autorship of the term is assigned to Kevin Ashton, who used it in 1999 (Ashton 2009)
while working in P&G company in presentation for the executives. But the practical applica-
tion of previously described theoretical solutiontook place ten years after, at the turn of the
year 2008/2009 (Cisco IBSG & Evans 2011).

There are multiple definitions of this idea. For example quite versatile approach is pre-
sented bythe International Telecommunication Union’s Global Standards Initiative (ITU
2012), that is defining the Internet of Things is, as a global infrastructure for the information
society, enabling advanced services by interconnecting (physical and virtual) things based
on existing and evolving interoperable information and communication technologies. They
also include in their approach a broader perspective, in which the IoE can be perceived as
a vision with technological and societal implications. But for the average John Doe, the
Internet of Things (IoT) is constituting new attitude, favoring redefinition of market, buy-
ers, users and the range of products. In this regard such approachremains rather closer to
Geer’s (2014) point of view, who simply defines it as a mass of billions of connected [to the
Internet] devices: from cars to wireless wearable products.

Yet it has to be underlined, what was clearly done by Best Computer Science Degrees
(2015), that not all of IoT things are directly connected to the Internet. Some objects, such as
sensors, communicate wirelessly to each other in M2M (machine-to-machine) system over
a localized network, and to some sort of base device, which is Internet-connected. Other
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communication forms include equally machine-to-person (M2P), P2M (person-to-machine)
as well as communication between person-to-person.

The complicated technical background establishes, from the point of view of an average
user, the ubiquitous network of smart objects, allowing human-to-human (H2H) communi-
cation, at the same time in reality reduced to M2M or O20 (Object-to-Object) information
interchange. Such data flow, acording to McKinsey (2013), constitute three steps in Internet
of Things applications: (1) capturing data from the object (for example, simple location data
or more complex information), (2) aggregating that information across a data network, and
(3) acting on that information - taking immediate action or collecting data over time to de-
sign process improvements.

Worth noting seems also to be the Chaouchi’s (2010) approach,who apart from confirm-
ing the above mentioned approach, rightly stresses, that the loT is rather about designing
new services and generating new streams in the communication value chain. That is why he
conciders it to be one step further on the leading path to a smart world with ubiquitous com-
puting and networking. From such point of view, IoE constitutes a meeting point between the
real and virtual worlds, especially when combined with other technologies, such as sensor
technology or mobile communication. He also emphasizes the importance and complexity
of the phenomenon: implementation of RFID (radio-frequency identification) technology,
sensors, nanotechnology and robotics. All this in order to make the IoT services an interdis-
ciplinary field where most of the human senses are somehow reproduced and replaced in the
virtual world.

Enormous are the possibilities given in this regard by wireless communication tech-
nologies for non-autonomous things, like for example sensors. These include amongst
others RFID (Radio Frequency Identification), NFC (Near Field Communication), Wi-Fi,
BLE (Bluetooth Low Energy), XBee (radio module), Zigbee (low-power digital radio) or
Wireless M-Bus (protocol software allowing RF communication) amongst others. To com-
municate via the Internet these devices may require an IP (Internet Protocol) address to
uniquely identify particular object. These almost “foreign sounding” names are used while
product identification&tracking, asset management, access control, payments, monitoring,
location-based services and many more. The implementationof their possibilities takes place
not only in B2Binteractions, but is introduced into e-Commerce, entertainment, finance,
health, IT, real estate, sports, travel and many more. But the more difficult to understand it
becomes for an average bread eater, the more covered by the “graynes of everyday life” is
the unnoticed miracle of conscious, technical process, occuring in the ease of use, 24/7 indis-
soluble presence of smart objects and due to the communication convinience.

Digital revolution influencing offline market

Smart objects, sensors, locators, wrist-bands or arm-bands and compatible with them
appliacations, underlie the creation of intelligent shopping, processes integration, effective
buying process, automatic alerts, personalized, intelligent packaging and profiled advertise-
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ment in VOD. Such activities occur already at superior scale in smart cities, transportation
and environmental domains. At the same time they only reveal the proverbial “tip of an ice-
berg”, as the remaining part, that constitute the majority of the phenomenon, remains hidden
(Tarabasz 2015).

The innter potential of the IoT, still lying dormant, is visible while creating a simple
juxtaposition. Currently there are over 3 billions of Internet users worldwide and at the same
time there are 25 billions of connected objects (Cisco IBSG 2011) that in overall constitute
the Internet of Everyting. But the true potential yet is to be about available. Far more im-
portant is here the enormous growth possibility. The impressive data concerning the number
of connected items, constitute solely the 1% fraction of all existing devices, that could be
networked.According to eMarketer (2015) forecasts for the year 2015, the 3.07 billions of
Internet users worldwide constitute 42.4% penetration ratio of this medium, whereas the
previsioned number of plugged devices will increase rapidly, as according to Best Computer
Science and Postcapes [2015] 200 billions of such items are foreseen by the end of the year
2020.

These numbers quoted above are not only to show the magnitude of target users group,
but more importantly to indicate the power of a real market value they constitute. McKinsey
[2013] in its reports estimates the IoT potential economic impact growth annual ratio to
be between $2.7 to $6.2 trillion per year by 2025. According to previously quoted Best
Computer Sciences Degrees (2015) $4.8 trillion was the global IoT market (technology and
services, gross revenue) for the year 2012. Moreover, this type of solution will increase
rapidly, as the total of $8.9 trillion is the expected market worth for the year 2020, which
gives a CAGR (Compound Annual Growth Rate) of 7.9%. According to already mentioned
McKinsey’s report (2013) the largest influence into the loT market worth is anticipated in
health care and manufacturing sector. Worth emphasizing is the fact, that the first of enumer-
ated sectors will provide an economic impact of $1.1 trillion to $2.5 trillion per year by 2020.

These massive statistics, previsions and listed data shall not be treated as the proverbial
foretelling from the crystall ball, but rather preparing for the ineviteable. The digital revo-
lution of smart objects, wereables and the IoE is, in a clearly visible manner, influencing
the current offline market. According to the report of Sales Mango & Benhauer Marketing
Technologies (2015) the sectors in which the loT developes nowadays the most dynamicly
are fitness, FMCG (with particulcar emphasis for bio and eco products), home appliances,
lifestyle devices, smart parenting, TV, ecology and communication and the trend predicted
not only is entirely positively verified, but very often occur with a large surplus.

The practical application of the IOT phenomenon

The IoE creates a meeting point between a difficult to understand theory and easy to
handle practice. The ubiquitous computing and devices miniaturization favors the prolif-
eration of smart objects.More and more often people are willing to monitor everything and
everywhere for further improvement. For example Kolibree is the world’s first connected
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toothbrush, which collects data about habits and though reports a need to improve; especially
bought by parents to their children. HAPI fork is a networked fork, which helps alerting at
too rapid eating, supports introducing new nutritional habits and monitor them. Sportsmen
already use Biometric Smartwer by OMsignal, that allows not only to minitor the heart rate
and breath, but equally acts as calories and steps counter with fitness tracker function. All
this to train in a more effective and intelligent way...

There are paramedical solutions like Adhere Tech: an intelligent packaging for drugs,
responsible for verification on receiving doses of medicament prescripted by the doctor to
its patient. From this sector worth mentioning is the project of Google’s soft smart lenses,
still in testing phase, that measures the glucose level. Such solutions are more and more
often present in smart parenting and eldery people care — smart clothes or diapers, which
inform about inapropriate temperature and humidity. But it is far behind only simple measur-
ing solution and alerting when reaching certain level. While Pixie’s Smart Diaper with QR
codes and colorful squares allow to measure hydration level, possible diabetis, kidney prob-
lems, bacteria infection etc. of kids, Sensidry is dedicated for adults with the incontinence
problem. Here monitoring is rather about restoring dignity for the beloved ones, that cannot
anymore simply communicate their physical needs, but still are aware and concious and
dedicated to hospital staff that is notified online about the change obligation.

Nowadays smart objects go one step further and are becoming independent: either they
launch themselves, like Kapture and Autograph (for the perpetuation of special moments
as picture, audio or video form) or disable, like Nest, an intelligent thermostat, that learns
user’s preferences and behaviors in addition switches itself off, when nobody is at home.
But what becomes the most important, the loT extends far beyond simple items and creates
a real network of omnipresent smart objects, that instead of exchanging information, may
in close future independently draw conclusions. Already available refrigerators (products
of Electrolux, LG, Samsung or Whirlpool), can be remotely turned off or put into vacation
mode, thenalso warn, when product ends or is approaching its “best before” date. Currently
the designers are about to introduce devices integrated not only with function of creating
the shopping list according to our dietary habits, but also online shopping capability from
chosen company while the refill need is approaching!

The number of connected objects is increasing. Very often this online intelligence is
granted to items, that are not trully desired by the customers. The presented below juxta-
position (cf. Table 1) lists types and examples of smart objects, divided into three groups
according to the level of their suitability do buyers’ needs. Worth stressing is here the fact,
that categorization results come from Affinova (2015) research, conducted among 800 US
adults, aged 18-54 and presents each time a general approach, not only the opinion of cus-
tomers group using the particular product.

Devices from fitness group, are now, beyond smartphones and tablets, top-selling smart-
objects. Depending on their complexity, may monitor the physical activity (Apple Watch,
Sony SmartBand, Basis Peak, LG Watch Urbane), track progress in performed exercises
or movements intricacy (Notch, Garmin Forerunner), and even arrange training plans (Tao
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Wellshell). Not only they can passively monitor and present interesting data (like Tinke, that
i.e. indicates heart rate, blood oxygen level and breathing rate, by simple thumb touch), as
the range of their possibilities grow continously. The most interesting is the fact, that slowly
they become fully independent devices, that do not need to have, as so far, a continuous
smartphone connection.

The above-mentioned solutions only serve to exemplify the possibilities of phenomena
on a micro scale. In fact only single objects were shown, of which full potential is visible
only while combined into groups. If, however, talking about sets of beacons, sensors, and
detectors, even the space around will come alive and become intelligent. As an example,
case studies of Smart Cities based on London and Helsinki shall be presented. In London
Underground so-called big data incoming from sensors monitoring parameters like: tem-
perature, vibration, humidity etc. are available in one central location in order to provide ac-
cess to needed information on mobile applications, via a Web browser, or through text alerts
(Microsoft 2014). These information in the aging transport system are about to improve
customer service, prevision about faults and inconviniences. According to Cruz (2014) bas-
ing on these indicators, the operational efficiency was increasedby 30% over three years.

In case of Helsinki Bus Transportation effectiveness was improved based on ability to
capture and track the traffic data, drivers’ performance and gas usage. The company obtained
5% savings in fuel costs due to more careful driving and improved maintenance. But more
impressive this number becomes, when realizing, that the company uses approximately
3 million gallons of gasoline per year, in a country where gas can cost up to three times as
much as it does in the United States (Bhandari 2014).

Not all gold that giltters?

Ability to track everything almost everywhere, operate objects remotely and instantly
monitor obtained results seems seductive. Unfortunately as the proverbial “every rose has its
thorn”, similar regularity applies to the [oT in relation to potential cyber attacks. According
to Covington & Carskadden (2013) these mayinvolve application of force in order to cap-
ture, disrupt, deny, degrade, destroy, or manipulate computing and information resources,
due to low security level. The remote access to smart devices may though lead to potential
malicious attacks on employees, health information leaks, and attacks on key executives for
influencing or controlling the financial stability of the organization.

Vulnerability to hacking attacks occurs mainly due to insufficient security of smart ob-
jects. The major problem remains mainly software, which is not so often updated as op-
eration systems in PCs and dedicated for them further patches, aimed at closing, or hiding
weaknesses as well of the device itself as of its processes. Unfortunately the market competi-
tion heads only in one direction. At first is about implementation of a unique solution (which
not comes along with universal software), then appears the question of imitating, copying,
and costs reducting. Both of these approaches could become a flashpoint for the device and
potential gate to data theft or manipulation.
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CSO, as an orgnisation providing news and multiple analysis on broad range of security
and risk management topics,stresses the problem of PII (Personally Identiafable Information)
leakage, spoofing (posing as smart device), snooping&manipulating data (unauthorized ac-
cess & false changes) or simple spying competitors with the registered video from the were-
ables. Even though, the IoE beneficiary all time using smart objects shall be concious and
aware of potential “Big Brother” that is still watching, everyday examples of threats in this
regard are not that sophisticated. For the year 2015 CSO indicated 5 major threats for the [oT
devices (Geer 2014), that are juxtapositioned below (cf. table 2).

Table 2
Top 5 major threats for the IoT devices
No. Smart appliance Threat type Description
1. |in-car WiFi spoofing in-car wiFi turns car into mobile hotspot, connecting pas-
PII leaking sengers smartphones, tablets etc. to the Internet. lack of
SPI leaking firewall allows spoofing, when hacker poses itself as the
car and grabs information like credit card data, contacts,
photos, documents, notes, aplications logins etc.

2. | mHealth apps/ PII leaking poor patching mechanism for mobile Windows allow for
mobile medical viruses and data tracking, further occuring as health infor-
devices mation leaks, malicious attacks on employees, especially

on key executives in order for financial destabilization or
influencing/controlling a company

3. | wereables/ snooping such smart objects automatically connect to the Internet,
Google Glasses spying often with poor security solutions. wereables containig

built-in camera may imperceptibly transfer (in the video
and audio form) confidential corporate information and in-
tellectual property

4. |retail inventory snooping inventory management technologies include inexpensive
monitoring&control | DoS attacks 3G cellular data transmission on packages. while connect-
M2M SQL injection |ing to the Internet, transmitters make these applications

data manipula- | vulnerable to Internet-based attacks, which may include

tion data manipulation, like SQL code injections by chang-
ing the level of stocks and though simply lead to products
shortcomings within the market. motivated by blackmail,
revenge or simple activism, hackers may create a DoS
(Denial of Service) attack, which is an attempt to make
a machine or network resource unavailable to its intended
users

5 | drones for non- buffer overrun |unmanned aircraft rely on vulnerable telemetry signals, al-

military use

SQL injections
spying

lowing for taking over the control of drone or at least be-
ing in possession of video transmission, taking high reso-
lution photos, looking through windows i.e. for sensitive
data (passwords etc.), or plant high fidelity microphones
for eavesdropping outside of sensitive rooms (conference
rooms, CEO offices)

Source: own elaboration, based on: Geer (2014).
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The above mentioned threath types reveal a very small area availiable within a wide
range of possible hacking attacks to smart objects. Aside from the fact of multiple existing
bugs and software imperfections, often missing updates and patches, the biggest problem in
utilizing the benefits of IoT is, as always, the human factor. The majority of Internet users
are aware of the existence of the phishing phenomenon, draw attention to the presence of
security certificates (Verisign) and HTTPS code with SSL / TLS encryption, even if such
action is limited only to presence verification of “the green padlock” in the browser window.
Unfortunately, however, in the case of smart objects and the IoT our awareness both on the
level of security(which are often of poor quality, or simply are missing) and lurking hazards
is low or even nil. This may entail the risk not only of losing sensitive data, but more often is
synonymous with real financial losses.

Conclusions

The incontestable advantages of the Internet of Everything and constituting it connected
smart devices alreadyinfluenceincreasingly and more willingly use the technology of tomor-
row in everyday life. With the Internet of Objectsand big data available at fingertips, more
and more items can be operated remotely and though the concept of “intelligent and con-
nected home” is no longer just an illusion of sci-fi. People can work faster, more efficient-
ly and effectively. Also theybecome better workers, parents and athletes. As Covington &
Carskadden (2013) rightly point, the Internet of Things will bring many great new advances,
including whole new ways of thinking about and interacting with our world. However, with
these opportunities come equally many challenges in the field of information security, what
in overall will require continous research and development of new approaches for ensuring
required safety, security, and privacy. For this particular reason, every company following
the new technological wave of the IoT, constituting the eletrification ot the 21*. Century,
shall perceive not only of possible advantages as fast growing and valuable market, but be
equally aware of its potential drawbacks and though is obliged to follow policy of sustain-
able development in this regard.
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Internet of things — cyfrowa rewolucja na rynku brick & mortar.
Szansa czy zagrozenie?

Streszczenie

Zgodnie z prognozami eMarketer, w 2015 roku liczba internautéw miata prze-
kroczy¢ 3,07 miliarda przy wspotczynniku penetracji tego medium na poziomie
42.,4%. Jednoczesnie liczba urzadzen majacych dostep do Internetu przekroczy prog
15 miliardow. Co wigcej, statystyki te bedg gwaltownie rosng¢, poniewaz przewi-
dywana liczba ma przekroczy¢ poziom 200 miliardow przed koncem 2020 roku.
Jednoczesnie IoT to nie tylko liczba wspolpracujacych dzigki sieci urzadzen, lecz
realna warto$¢ rynku. Szacuje sig, iz roczna stopa wzrostu dla Internet of Things
(IoT) moze wahac si¢ od 2,7 na chwile obecng az do 6,2 biliona dolarow, przewidy-
wanych w roku 2025. Najwickszy wptyw na te statystyki majg mie¢ sektor ochrony
zdrowia oraz przedsi¢biorstwa o charakterze produkcyjnym.

Celem artykutu jest popularyzacja idei loT (Internet of Things), wylistowanie
zwigzanych z nig zarowno szans, jak i zagrozen oraz ukazanie wielkosci drzemia-
cego w niej potencjatu. Prowadzone dywagacje beda stuzyly zobrazowaniu przy-
ktadéw ,,inteligentnych rzeczy/urzadzen” (tzw. smart objects), sensordw (sensors)
i lokalizatorow (locators); efektywnego procesu zakupowego, ktore jako catosé
tworza zreby inteligentnych zakupow, automatycznych alertow, personalizowane-
go 1/lub inteligentengo opakowania (personalized, intelligent packaging) a nawet
profilowanej reklamy w VOD (video on demand).

Z wymienionych wyzej powodow idea Internet of Things wywiera znaczacy
i nickwestionowany wptyw na zmiang¢ paradygmatu rynku, produktu, oferty, zakre-
su komunikacji, a takze szeroko pojgtego biznesowego podejscia do zarzadzania
firma. Jednak potwierdza si¢ i w tym wypadku przystowiowa madros¢, wskazujaca,
iz ,,nie ma rézy bez kolcéw”. Podobna prawidtowosé widoczna jest w przypadku
IoT w odniesieniu do licznych cyberatakow, w ktorych ze wzgledu na niski po-
ziom bezpieczenstwa posunigto si¢ do przechwytywania, zaklocania, zaprzeczania
prawdziwosci, pogorszenia, zniszczenia lub manipulacji zasobow zaréwno obli-
czeniowych, jak i informacyjnych. Zdalny dostep do inteligentnych urzadzen moze
bowiem prowadzi¢ do potencjalnych wyciekow danych wrazliwych (np. informacji
zdrowotnej) czy tez ztosliwych atakow hakerskich ukierunkowywanych zarowno
na pracownikow nizszego szczebla, jak i skierowanych na kluczowa kadry kie-
rowniczg w celu wywarcia wptywu lub kontroli stabilnosci finansowej organizacji.
Majac powyzsze na uwadze, artykul nie bedzie wylacznie gloryfikowat szeroko
rozpowszechnionego pozytywnego podejscia do korzysci mozliwych dzieki Inter-
net of Things, ale raczej skupi si¢ na zbalansowaniu potencjalnych szans i zagrozen
zwigzanych z opisang idea.

Stowa kluczowe: Internet of Things, 10T, smart objects, wereables, konsekwencje
innowacji technologicznych, rynek brick & mortar, rynek click & mortar.

Kody JEL: L86, 033
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Internet of things — undpoBasi peBoonus Ha pbiHke brick & mortar.
Hlanc uam yrposa?

Pe3iome

B cootBetctBuE ¢ npornozamu eMarketer, B 2015 1. 4MCI0 MHTEPHABTOB Ipe-
BeIcHIO 3,07 MIIpA. TIpHU TOKa3aTrese pacpoOCTPaHEeHUs UTOTO CPECTBA HAa YPOBHE
42,4%. OHOBPEMEHHO YUCIIO0 YCTPOUCTB C JJOCTYIIOM K HHTEPHETY MPEBBICUT TO-
por 15 mupa. Bonee toro, st cratuctuku OyayT OypHO pacTH, KOO MPOTHO3HOE
qucino npesblcHT yposeHb 200 mapa. no koHua 2020 . OxHoBpemenHo [oT — aTo
HE TOJIBKO YHCJIO COTPYTHMYAIONINX OJlarofapst CETH yCTPOWCTB, HO U pealibHas
CTOMMOCTH pbIHKa. OLIEHUBAIOT, YTO TO/0Bas J0Js pocta st Internet of Things
(IoT) moxeT KoebaThCs OT 2,7 B HACTOAIIEE BPEMS X 10 6,2 OWILTHOHA T0JITapOB,
nporHosupyembix Ha 2025 . Camoe 607bII0€ BIMSHUE Ha 3TH CTATUCTHKH JOJKHEI
UMETh CEKTOP 3/[PABOOXPAHEHHS U IIPOM3BOJICTBEHHBIC IPEANPHUATHSL.

Lenp cratbu — nomynsapuszoBars uacto LoT (Internet of Things), ykasarh mepe-
YeHb CBS3aHHBIX C HEW Kak IIAHCOB, TAK U YIPo3, a TAKXKe yKa3aTh BEIMYUHY MO-
KOsIIerocsi B Hell rmoTeHnuana. [IpoBogumble paccykaeHuUs MOCITyKaT ISl HILTIO-
CTpallM MPUMEPOB «YMHBIX BELICH/yCTpoHCTBY (aHIu. smart objects), CEHCOPOB
1 JIOKIN3aToOpoB; 3(DPEKTHBHBIN 3aKyMOYHBIH MPoIecc, KOTOPBIE B LETIOM CO3/1a-
10T KOCTSIK YMHBIX MOKYTIOK, aBTOMaTHYECKUX TPEBOXKHBIX CUTHAJIOB, I€PCOHAIH-
3UPOBAHHOW W/MIIM YMHOW YIIAaKOBKH, a IayKe TIPOPUINPOBAHHON pekinambl B VOD
(video on demand).

ITo npuBenCHHBIM BBIIIC TpUUUHAM upest Internet of Things comepKut B cede
3HauMMOe U OecCIOpHOEe BIMSHHE HAa M3MEHEHHE MapaJurMbl PhIHKA, MPOIYKTA,
NpEIOKEHHsI, chepbl KOMMYHUKAINK, & Takxke OM3HEC-MOJX0/la K YIPaBICHHUIO
(upmoii B mmpokoM cMbicie. Ho 1 B 9TOM cityyae MoaTBepKIaeTcs HapoaHas My-
JIPOCTh, YKa3bIBAIOIIAs, YTO «HE ObIBAET Po3bl O3 MIMMOBY. Takas ke 3aKOHOMep-
HOCTb BHAHA U B ciydae [0T 1o OTHOIIEHMIO K MHOTOYMCIIEHHBIM KHOepaTakam,
B KOTOPBIX M3-32 HU3KOTO YPOBHS 0€30MaCHOCTH JOMYCTHIINCE TIepeXBara, IIyle-
HMSL, OTPULIAHHS JOCTOBEPHOCTH, YXYAIICHHS, Pa3pyLICHUs MIIM MAaHUITYIISIIUN KaK
PacCUETHBIX, TaK ¥ MHYOPMAIHOHHEIX (DOH/I0B, MO0 YaIeHHBIN JOCTY K YMHHBIM
YCTPOWCTBAM MOXKET BECTH K MOTCHIHAIBHON YTEUKE UyBCTBHUTENIBHBIX JAHHBIX
(mamp. MeanHGOPMAINN) WK K€ K 3700HBIM XaKepCKHM aTakaM, HalpaBICHHBIM
KaK Ha COTPYAHHMKOB 0o0Jiee HM3KOTO YPOBHS, TaK M Ha KIIFOUYEBBIX PYKOBOASIINX
PabOTHHUKOB A OKa3aHWS BIUSAHHSA WM KOHTPOJSA 32 (pUHAHCOBOH CTAaOMIBHO-
CTBIO OpraHU3alMK. YUHUTHIBAS BHIIIECKA3aHHOE, CTAThsI HE Oy/IeT HCKITIOYUTENBHO
NPENBIIATECS [HPOKO PACHPOCTPAHEHHBIM MONOKHUTEIBHBIM TOJIXOIOM K BBITO-
J1aM, BO3MOXKHBIM Onaronapst Internet of Things, HO CKOpee BCEro COCPEIOTOUNTCS
Ha ypaBHOBEIICHHH MOTEHIMANbHBIX LIAHCOB U YIPO3, CBS3aHHBIX C ONUCAHHON
upeen.

KuroueBwble cioBa: Internet of Things, 10T, smart objects, «ymuas»» onexna (aHri.
wereables), OCIENCTBHS TEXHOIOTHUSCKUX MHHOBAIIUiL, PBIHOK brick & mortar,
pbIHOK click & mortar.
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